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Agenda

Á Introduction

ÁSecurity threats and risks

ÁDisclosure summary

ÁAbusing Extensions ïa selection of exploits and demos



Introduction

ÁWhat are Firefox extensions?

ÁItôs just software

ÁEquivalent of ActiveX

ÁWhat extensions do?

ÁExtend, modify and control browser behaviour

ÁProvides extended/rich functionality and added features

ÁDifferent type of Firefox addons

ÁExtensions

ÁPlugins (Search Engine plugins) and Themes
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XUL:

- provides UI to extensions

- combined with JavaScript, 

CSS, HTML elements

-.xul file

XBL:

- allows creation of new widgets

- combined with CSS, XML and 

XUL

XPConnect:

- middle layer allows JavaScript 

to interface with XPCOM

XPCOM:

- reusable 

components/interfaces

- interact with low layer libraries: 

network, I/O, file system, etc.

Chrome:

ïprivileged browser zone 

ïcode fully trusted



Extension Security Model

ÁMozilla extension security model is nonexistent

ÁExtension code is fully trusted by Firefox

ÁVulnerability in extension code might result in full system 

compromise

ÁNo security boundaries between extensions

ÁAn extension can silently modify/alter another extension

ÁXPCom C++ components subject to memory corruption

ÁExtensions vulnerabilities are platform independent

ÁLack of security policies to allow/deny Firefox access to internal API, 

XPCom components, etc

ÁAny Mozilla application with the extension system is vulnerable to 

same class of issues (e.g. Thunderbird)



The potential

ÁStatistics ïFirefox Browser Market Share

ÁBeyond 20% globally since November 2008, more than 50% in certain 

regions/countries

Á Source: Marketshare - marketshare.hitslink.com



Extension downloads boom

ÁStatistics ïAMO (Addons.Mozilla.Org) Download Trend

Á1 billion extension downloads from AMO ïNov 2008



Extensions are everywhere

Search engines Social 

Networks

Services Software/OS/Web 

Application 

Package

Extensions 

Portals

Google Toolbar

Google Browser 

Sync

Yahoo Toolbar

Ask.com Toolbar

Del.icio.us 

Extension

Facebook 

Toolbar

AOL Toolbar

LinkedIn 

Browser 

Toolbar

Netcraft Anti-

Phishing 

Toolbar

PhishTank 

SiteChecker

Skype

AVG

Ubuntu

LiveLink 

(OpenText)

AMO (addons

mozilla org)

Mozdev

Xulplanet



The weakest part of the chain 

ÁHuman Factors - users:

ÁTrust 

ÁAMO Recommended Extensions

ÁOpen Source

ÁMisconception = users expect extensions to be safe

Á'according to Softpedia, it's 100% safeó

ÁNoScript/AdBlockPlus provides false sense of security

Áchrome:// URI whitelisted on NoScript, any XSS injection there 

is not blocked



The weakest part of the chain ctd.

ÁHuman Factors ïdevelopers:

ÁThe Mozilla page for building extensions doesn't mention the word 

'security' once

ÁMany addon developers do it for a hobby ïnot necessarily aware of 

how dangerous a vulnerable extension can be

ÁHuman Factors ïreviewers:

ÁDonôt need to have great knowledge about app / webapp security

ÁNeed to follow a few guidelines for what is and isnôt acceptable

ÁThese guidelines focus on finding malicious extensions

ÁVulnerable extensions can quite easily slip through



Concerns on AMO

ÁEveryone can write an extension and submit it to AMO (even us :)

ÁAMO review process lacks complete security assessment

ÁFew extensions are signed in AMO. Extensions are generally not 

ñsignedò. Users trust unsigned extensions.

ÁExperimental extensions (not approved yet) are publicly available 



Extension And Malware

ÁSome people have already exploited this concept:

ÁFormSpy - 2006

ÁDownloader-AXM Trojan, poses as the legitimate NumberedLinks 

0.9 extension

ÁSteal passwords, credit card numbers, and e-banking login details

ÁFirestarterfox - 2008

ÁHijacks all search requests through multiple search engines and 

redirects them through Russian site thebestwebsearch.net

ÁVietnamese Language Pack - 2008

ÁShipped with adware because the developer was owned

ÁMight happen in the near futureé

ÁMalware authors bribe/hack famous/recommended extension 

developer/vendor

Á Initial benign extension, malware is introduced in an 3rd/4th update



Abusing Firefox Extensions

ÁFinding bugs in Firefox extensions is fun ;-)

ÁMultiple ways to find them ïit depends on:

ÁNature of the extension

ÁLogic exposed

ÁInput and output

ÁXPCOM components

ÁThird party API/components

ÁOur research focus:

ÁExtension logic, security model and functions exposed

ÁExtension data flow and data injection points



XSS or Cross Browser Context

ÁXSS on steroids

ÁAny input rendered in the chrome is a potential XSS injection point

ÁXSS in chrome is privileged code!

ÁIt can interface with XPConnect and XPCOM = 0wn3d!

ÁNo SOP restrictions!

ÁCannot be blocked by NoScript!



NoScriptôs Whitelist



XSS disclosing /etc/passwd



Testing for XSS

ÁRun Firefox with console active

Áfirefox.exe -console

ÁTo confirm execution of our XSS payload, generate an error into 

console ïdump(error);

Á Is our XSS in Chrome? Check all window properties - not just window



Useful XSS payloads

ÁCheck if nsIScriptableUnescapeHTML.parseFragment() is used 

ÁLack of this might mean use of input black-list filters

Method Description Payload

iframe with data URI and 

base64 payload

<iframe src = 

ódata:text/html;base64,base64XSSpayloadhereô>

Recursive iframes <iframe src = ñdata:text/html,<iframe src = 

ódata:text/html;base64,base64iframe+data+XSSpa

yloadô> </iframeò></iframe>

Embedded XSS <embed src=ójavascript:XSSpayloadô>

XSS on DOM events <img src=óaô onerror=XSSpayload>

XUL injection <![CDATA[ñ<button id=ñ1ò label=ñaò 

oncommand=óalert(window)ô />ò]]>

XBL injection style=ñ-moz-binding:url(data:text/xml;charset=utf-

8,XBL)ò



Tools

ÁFirebug ïprovides console, monitor and debugging features

ÁChromebug ïFirebug for chrome, XUL

ÁWebDeveloper ïallows more control on page elements, cookies

ÁXPComViewer ïshows registered XPCOM components/interfaces

ÁVenkman - JavaScript Debugger

ÁConsole2 ïadvanced error console

ÁChromeList ïFile viewer for installed extensions

ÁExecute JS - enhanced JavaScript-Console

ÁDOM Inspector ïallows inspecting the DOM

ÁBurp ïweb proxy

ÁMozrepl ïjs shell via telnet service

ÁSysinternals Tools ïregmon, filemon, tcpmon, etc.



ÁTotal number of downloads from AMO: 30,000,000+

Abusing extensionsé

Extension 

Name

Date Disclosed Vendor Response 

Date

Fix Date

WizzRSS 2009/02/18 2009/02/18 2009/03/20

CoolPreviews 2009/03/05 No response, silently

fixed

2009/04/20

FireFTP N/A N/A 2009/02/19

Undisclosed 2009/02/16 2009/02/16 N/A

Feed Sidebar 2009/03/04 2009/03/05 2009/03/14

Undisclosed 2009/02/27 N/A N/A

UpdateScanner 2009/06/08 2009/06/11 2009/06/15

Undisclosed 2009/06/22 N/A N/A

Undisclosed 2009/06/30 2009/06/30 2009/07/06

ScribeFire 2009/07/10 2009/07/15 2009/07/20

Skype N/A N/A 2009/06/03



Skype

ÁSkype (<=3.8.0.188)

Á Issue:

ÁAutomatic arbitrary number of calls to arbitrary phone numbers and 

skypenames

ÁFunction skype_tool.call() is exposed to DOM and can be called 

directly

ÁSkype username injection - skypeusername%00+\"

ÁFiltering/Protection:

ÁNone.

ÁExploit:

ÁAutomatic arbitrary phone call to multiple numbers



Demo

ÁDemo.avi

ÁArbitrary phone calls

..\Preso



