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about:me 

I am Nick Freeman, or vt 

 

I hack, research and drink lots of coffee at SA.com. 

 

I also head up the Auckland chapter of OWASP. 

 

 

 

 

Stuff: I like it. 

If you like this stuff, talk to me later! (bring beer) 

 

 

 

 

 



  

Data is stored in bits. 



One-bit message 



Result of one-bit failure 



Hardware Errors: Old News 

Vacuum tubes in early 

computers would fail. A lot. 

 

ENIAC initially had multiple 

failures a day. 

  

After higher-reliability tubes 

were available - one every 

two days. 

 

Longest contiguous 

operating period was 116 

hours. 

 

 



Hardware Errors:  Bad News 

NORAD Missile Early Warning System ï IC failure 

 

Sent a status message regularly: 

 

 

 

This one time, a chip got confused: 

 

 

 

Activate RESTON 5, 3AM phone calls to the president, etc 

200 MISSILES LAUNCHED  

000 MISSILES LAUNCHED  



Soft Errors 

AKA Bit Flips in Memory 

1 -> 0 

0 -> 1 
Became widely known when DRAM showed up in the 70s. 

 

The Good: ECC (Error Correcting Code) memory helps 

The Bad: Not everyone uses ECC memory 

The Ugly: It can get worse as smaller chip geometries are used 

 

Recent studies suggest 0.2-1 flip per 1GB RAM, per day. 

 

 

 



Example 1-bit Exploitation 

Attacks Against Microcontrollers 

 

Ross Anderson, 1996: 

 

ñPhysical attacks on some microcontrollers are almost 

trivial. For example, the lock bit of several devices with on-

chip EPROM can be erased by focusing UV light on the 

security lock cell, which is located sufficiently far from the 

rest of memory.ò 

 

Him and his fellow researchers also successfully attacked 

microcontrollers by fluctuating power. 



Example 1-bit Exploitation 

An Experimental Study of Security Vulnerabilities Caused by 

Errors 

(Xu & Chen & Kalbarczyk & Iyer, 2001) 

 

ñésingle-bit control flow errors in the authentication sections of targeted 

applications can result in significant security vulnerabilities. ò 

 

These dudes targeted an FTPd and SSH Server. 

 

ñThe results show that out of all activated errors (a) 1-2% compromised 

system security (create a permanent window of vulnerability), (b) 43-62% 

resulted in crash failures (about 8.5% of these errors create a transient 

window of vulnerability)ò 



Causes 

 

 

They vary. 
 

 



Cause #1: Heat 



Cause #2: Power Fluctuations 



Cause #3: Faulty Equipment 


