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Kiwi hacker develops kiosk attack tool
iKAT compromises security access controls
LATEST NEWS

BY RANDAL JACKSON | AUCKLAND | MONDAY, 24 NOVEMBER, 2008
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A Kiwi website delivering an attack tool that targets internet kiosks
and terminals has received more than 14,000 unique visitors.
The site, developed by New Zealand security consultant Paul Craig,
who works for consultancy Security-Assessment.com, released his
kiosk research at the world’s largest hacking conference, DEF CON,
in Las Vegas in August.
That research led to him developing a toolset dubbed iKAT
(interactive kiosk attack tool) that, when downloaded from the
website, produces a command shell that allows the user to
compromise a terminal by by-passing the security access controls.
The reaction among the DEF CON audience was immediate, Craig
says.
“They ran out of the room to the hotel kiosks, which were all hacked
within 10 seconds,” he says. “They continued hacking them. The
hotel called in their IT people, then the cops, who stopped people
using the terminals. They also stopped them using their mobile
phones because they thought they had something to do with it.”
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Craig undertook the research after noticing long queues at internet
kiosks at Hong Kong airport. “I set myself an objective of finding
every possible method of hacking a kiosk.”
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The security vulnerability originates from the operating system and
browser software running on the kiosk, the majority of which run
commercial kiosk software based on Windows.
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Craig used native Windows functionality to bypass the access
controls and execute arbitrary commands.
DEF CON is organised by the security community, and speakers can
apply for the opportunity to present their research.
Craig says his attack methodology is being observed and used by the
kiosk vendor community.
“It’s also being used by a lot of security consultants.”
He says that the methodology can also be used for Citrix terminals.
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Craig says he’s not aware of any New Zealand kiosks being hacked.
There are no kiosk software developers in New Zealand.
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Rather, the software is downloaded from overseas and installed in a
physical shell.
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Security-Assessment.com specialises in information security advisory
and assessment services. It was acquired by Datacraft NZ in 2007.

POPULAR EVENTS
Computerworld is New
Zealand's only specialised
information systems
fortnightly.
Subscribe now for $97.50
(24 issues) and save more
than 37% off the cover price!

EMAIL

Excellence in the Use of ICT in
Government Award 2010 Award
Click here for more details

SHARE THIS STORY WITH:

PRINT

The Sustainable 60 Awards
Entries open now.
Click here for more details
The Sustainable 60 Workshops
Dates confirmed
Click here for more details

SPONSORED LINKS

SIGN UP

Local and International news
Enterprise ICT must know info
Subscribe today
NZ's most trusted tech advice
Free NZ Delivery
Subscribe today

Get the latest news from
Computerworld delivered
via email.
Sign up now

www.smartconnectnz.co.nz/

Ads by Google

MOST POPULAR STORIES FROM FAIRFAX BUSINESS MEDIA GROUP WEBSITES

The Mad Mouse Challenge: Four
crossings in one day

Breathe new life into your laptop’s
battery

Comworth signs disty deal with
Zultys

Change agents

Your workplace in 2020: Gartner's
predictions

Kiwis may be eligible for iPhone 4
refunds

Red Hat takes cloud on the road

Tech-savvy staff willing to buy their
own work tools

Press F1: Where's the power?

One man's battle with Fisher and
Paykel

'Reputation is crucial'

HP Mini 210 (Vivienne Tam Edition)

Five Advantages of unified
information access

2 degrees launches 3G services
Apple confirms iPhone 4 refund policy

New winners join veterans as
Microsoft awards expand
Cisco APAC posts 23 percent YOY
growth
MYOB: Recession over for most
businesses

© Fairfax Media Business Group
Fairfax New Zealand Limited, 2010
FairfaxBG - Computerworld - PC World - Reseller News - CIO - Unlimited - actv8

Sun sets on the Bill Day Show

Is our national airline going off
brand?
Please turn on your cellphones

