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Forensic and Investigation Services

Sometimes surprises are ugly. Your
IT staff find a large encrypted file on
a company server. However, the
server is not supposed to have
encrypted files. What do you do?

Security-Assessment.com's Incident
Response Team are those rare
professionals who are highly skilled
in the art of identifying, investigating
and preserving evidence. They will
work with you to preserve mission
critical data, limit costly damage and
testify on your behalf in a court of
law.

Whether analysing web browser
caches, identifying malicious code or
recovering damaged files, Security-

Assessment.com is there to help you.

Examples of incidents that require a

Forensic Response:

¢ Employee misuse of company
computing resources;

e Employee theft of company
intellectual property;

« Internal hacking of corporate
resources;

e« Recovery of accidental or
malicious deletion of data, and;

o External attacks against
company computer resources.

Our Core Capabilities & Resources

include:

e Clear concise analysis and
reporting;

e Expert testimony and litigation
support;

e« Computer Security Incident
Response Team for rapid
response;

e« Mass storage for the support of
large recovery and analysis
methods.

Security-Assessment.com uses tried

and proven methods in our analysis

and investigations, which may

include some of the following

dependant on the situation:

¢ Analyse suspicious Internet or
system usage;

o Defeat password protected data;

e Provide specialist legal advice
including copyright and IP protection

« Examine hard-drives, tape and other
storage media;

« Examine systems logs, server audit
logs and firewall system logs;

o Identify malicious code;

e« Obtain an image copy of individual
systems;

e Obtain image of networked systems;

e Protect images and evidence on safe
media and forensically sound
techniques;

e« Recover and reconstitute file

fragments;

Recover hidden and deleted files;

Recover slack and free space;

Secure the processing facility;

Analyse the web browser cache;

Analyse chronology of incident data;

Please contact us if you would like to
discuss or require further information
regarding our System Forensic
Investigation services.

Security-Assessment.com offers a

number of Complementary Security

Services. These include:

e« Threat and Risk Management
Analysis;

e« Security Policy Analysis and
Development

e Security Assurance Services;

e IS0 17799 Compliance

Measurement;

Legal Compliance Management;

Security Architecture Review;

Incident Response and Recovery;

Network Intrusion Testing; and

Managed Vulnerability Testing.

For further information on this service or
any of our other offerings, contact us:

Web www.security-assessment.com
Email info@security-assessment.com
Phone NZ +64 9 302 5093

Phone AUS +61 2 9570 2439
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